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Abstract—The current authentication systems based on pass-
word and pin code are not enough to guarantee attacks from
malicious users. For this reason, in the last years, several studies
are proposed with the aim to identify the users basing on their
typing dynamics. In this paper, we propose the adoption of formal
methods to discriminate between different users by exploiting a
set of keystroke features. The idea behind the proposed method
is to identify the users silently and continuously during their
typing on a monitored system. To perform such user identification
effectively, we consider a feature vector able to capture the typing
style that is specific to each given user. By considering this feature
model, in detail we propose to consider model checking with logic
temporal properties to discriminate between different users using
a set of keystroke features.

1. INTRODUCTION

The study of the keystroke dynamics is largely diffused in
the last years allowing to identify or authenticate individuals
basing on the way they type on a keyboard: the timing of
each keystroke, the pressure applied when typing and some
additional specific features for the mobile devices (i.e., the
orientation of the device, accelerometer, the size of touch and
the location of touch) [1], [2]. The reason for this interest is
that keystroke analysis [3], [4] should improve the existing
computer security systems providing ad additional security
layer in performing a more efficient user identification with
respect to the traditional authentication approaches that are
recognized to be vulnerable [3]. Looking, for instance, to
the password based authentications, such methods have been
repeatedly proven to be easy to compromise and are usually
limited to serve to facilitate a one-off authentication judgment
at the start of a session [3] (some systems should require
seamless and continuous monitoring). However, the keystroke
analysis can cooperate with the traditional authentication sys-
tems allowing to perform a more robust identification. An
advantage of keystroke analysis for user authentication relies
on being not intrusive by design: the stream of typed keys
generates an event flow that can be analyzed with several
techniques in real-time and without interfering with user
activity or behavior. Furthermore, keystroke analysis is well
supported by keylogger software that can be easily used to
capture, collect and extract the typing events, along with the
relevant data, with very reduced costs. In last years, several

machine learning approaches have been considered for the
keystroke analysis task [1].

Differently from the current state-of-the-art, based on the
adoption of artificial intelligence for keystroke analysis, in
this paper we propose a method for granting the user access
exploiting model checking. Model checking represents, for
a given finite-state model of a system, the exhaustively and
automatically checking whether this model meets a given
specification [5]. To solve such a problem algorithmically, both
the model of the system and the specification are formulated
in some precise mathematical language. To this end, the
problem is formulated as a task in logic, namely to check
whether a given structure satisfies a given logical formula
[6]. This general concept applies to many kinds of logic and
suitable structures [7], [8]. A simple model checking problem
is verifying whether a given formula in the propositional logic
is satisfied by a given structure [9], [10].

II. RELATED WORKS

The study of the keystroke dynamics is largely diffused in
the last years allowing to identify or authenticate individuals
basing on the way they type on a keyboard [1], [11]. The rea-
son for this interest is that keystroke analysis should improve
the existing computer security systems providing ad additional
security layer in performing a more efficient user identification
with respect to the traditional authentication approaches that
are recognized to be vulnerable [3].

A huge amount of algorithms are used in the past three
decades to perform user identification basing on the analysis
of keystroke dynamics [12]. A vast amount of these user
identification algorithms are based on the adoption of statisti-
cal machine learning and neural network techniques. Looking
to the neural networks approaches authors in [1] investigate
the use of a behavioral biometric providing the evidence that
probabilistic neural network can be more effective and have
higher classification accuracy with respect to a typical back-
propagation trained neural-network.

Artificial neural networks are also applied in [13]-[15]
where authors respectively use perceptron, back-propagation
neural network, and Art-2 neural network to perform user
classification. The study of these approaches shows that they
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Fig. 1: The proposed approach for user authentication.

mainly suffer from a slow speed of the training model. More-
over, they are characterized by hand selection of the model
architecture and tuning of parameters. Finally, these models
have poor generalization capabilities [16]. Statistical machine-
learning approaches use K-nearest neighbors classifiers [17],
Bayesian classifiers [18] and support vector machines [19] to
perform the keystroke classification. Support vector machines
algorithm shows good results (highly efficiency) in identi-
fication and verification tasks. The above-described studies
show good performances but their evaluation is limited to a
set of their own features extracted from their own datasets.
This limitation is discussed in [20] where authors introduce a
keystroke dynamics benchmark dataset.

Finally, a very limited number of studies [2] propose
deep learning approaches to increase the keystroke analysis
approaches performances. Deep learning techniques are known
to be more suitable to handle large intra-class variations and
noisy biometric data.

As emerged from the state-of-the-art discussion, this pro-
posal represents the first attempt to authenticate users silently
and continuously by means of model checking technique.

III. APPLYING MODEL CHECKING TO KEYSTROKE
DYNAMICS

The proposed approach for user authentication relies on
being not intrusive by design: as a matter of fact from
the stream of typed keys an automaton is generated and
analysed in real-time without interfering with user activity.
The underlying assumption behind the approach is that users
can be identified on the base of their typing dynamics.

Figure 1 shows the proposed approach for user authentica-
tion through keystroke dynamics.

The method is comprising of following phases:

o free-text keystroke typing is gathered exploiting, for in-

stance, a daemon able to retrieve the typed text;

o a set of features is computed from the keystroke typing;

« the feature set is translated in processes (i.e. a formal
model) by exploiting the Calculus of Communicating
Systems [21];

« a set of properties in mu-calculus logic [22] describing
the user behaviour is defined;

o we invoke the formal verification environment (for in-
stance, the CWB-NC!) to verify if the user behaviour
properties satisfy the automaton generated from the user
keystroke typing;

« whether the model checker outputs true the access is
granted to the user under analysis, otherwise the access
is denied.

In detail we propose the adoption of following feature
set, coherently with previous studies [1], [3], [11] on user
authentication by exploiting keystroke dynamics:

e key up: it represents the key press event;

o key down: it represents the key release event;

o Error Corrections: it refers to the frequency of Backspace

or Delete (DEL) keypress events during the typing (i.e.
deletes per minute);

o Inter Keys Interval: it is the range (in milliseconds)
between two consecutive key down events;

o Inter Keys Interval: it consists in the range (in millisec-
onds) between the last key press event and the middle
keypress event of the last trigram of events;

o Inter Keys Interval: It is the range (in milliseconds)
between the last KeyDown event and the first key event
in the previous trigram of events;

o Words per minute: number of words per minute, evaluated
for each typed sentence.

IV. CONCLUSION AND FUTURE WORK

The keystroke analysis for user identification is a very
diffused task in the last years. The importance of the topic

Thttps://www3.cs.stonybrook edu/~cwb/



is linked to the need of new users identification approaches
given the vulnerability and the limitations of the current au-
thentication systems usually based on password and pin codes
(single authentication for the entire session). The existing
approaches are mainly based on machine learning classifiers
and are evaluated on small and ad-hoc datasets.

We propose the adoption of model checking for the user
authentication task. In detail starting from of a set of features,
gathered by keystroke typing, a formal model is generated.
Thus, adopting a formal verification environment, we check
whether on this model a set of properties related to user
behaviours are satisfied. As future work, we plan to implement
the proposed approach and to perform a real-world large
scale evaluation aimed to demonstrate the effectiveness and
the portability (by considering, for instance, PC and mobile
environment) of the following proposal.
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